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Welcome to the second of our Safeguarding newsletters

With the Education Secretary Gavin WIlliamson recently describing mobile phones and social 
media as a ‘breeding ground for cyber bullying’, in this edition we will be focusing on online safety, 
providing information and resources for parents/carers and students about how to stay safe online, 
and how to use and monitor the internet and social networking appropriately.

The online world may throw up different 
challenges for different people. Certainly 
some parents/carers are as internet-savvy as 
their children, whilst others are happy to admit 
that the ever-changing world of social media 
is not one that they have kept pace with.  
Either way it can be useful as a parent/carer to 
make yourself aware of this world which most 
young people inhabit, and arm yourself with 
the information to enable you to help your 
child to make the right decisions. The UK Safer 
Internet Centre has put together this pack of 
resources which are free to download and are 
designed to help parents/carers to support 
their children to use the internet positively 
and safely. The pack includes:
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Gaming

With an estimated 90% of children playing video games on a regular basis (whether on their 
phone or a games console), and the average teenage gamer spending almost two hours a day 
playing on or offline, organisations like the Young Gamers and Gamblers Education Trust (YGAM) 
have an important role to play. They are a national charity who offer free workshops and advice 
with a social purpose to inform, educate, safeguard and build digital resilience amongst young 
and vulnerable people. Furthermore, they have a parent hub which offers valuable insight for 
parents into the most popular games that young people play, how to safeguard your child when 
they are playing online, and information to help you gauge the appropriateness of the games your 
child plays including an explanation of the PEGI rating system, and why some popular titles carry 
the rating they do.

Advice relating to popular apps and online games

Playstation have created the PSN Rules (PlayStation Network rules) for children to read, specifying 
what players aged 7–17 need to know before going online with PlayStation and also guidance on 
how to block players should they need to. A link with advice on how to report any inappropriate 
content/conversations is also available.  With the launch of the new Xbox Series X and Xbox Series 
S late last year, Xbox also have a great area on their website to support families in helping children 
stay safe and play responsibly: Click HERE 

Xbox Family Settings App - This app is 
available on iOS and Android phones and 
has been created to manage a child’s 
activities on their Xbox One, their friend 
list and incoming friend requests. This app 
will develop with further features being 
planned. 

Many online games and apps are free 
to download and use but make their 
money from in-game or in-app purchases. 
Depending on who the account or device is belongs to, this can be an unwelcome and costly 
surprise if consent to make purchases isn’t given and a bill is received. Internet Matters have put 
together a helpful guide to enable you to understand and control online purchases and to help 
your child build good online money management habits.

For information on setting parental controls on all of the most popular smartphones, apps, games 
consoles, mobile networks and social media sites, visit Internet Matters to easily locate a free how-
to guide.
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Social Media

As anyone who works with teenagers will attest, social media has a lot to answer for when 
it comes to its impact on young people. With this form of communication and connection 
becoming so prevalent in recent years, coupled with the ubiquity of the smartphone, it’s 
difficult for teenagers to avoid social media and its far-reaching influence. Within the school 
gates, if there’s a dispute or an argument, a falling-out or some name-calling, an unkind remark 
or a threatening comment, the vast majority of the time it will have originated on social media 
before spilling into the real world. Yet this disruption to learning becomes secondary when 
compared to the impact that social media has been reported to have on young people’s self-
esteem, mental health, sleep and physical activity. 

Despite its challenges and risks, social media can be a force for good, if used responsibly and 
proportionately, allowing people to connect and share like never before. In partnership with the 
NSPCC, Net Aware have created a guide for parents/carers on 80 of the most popular online 
platforms. This guide looks in detail at the platform and gives you information on how safe and 
secure it is, how to use parental controls, potential risks, age ratings (where applicable) and an 
overview of what the platform offers. Along with this, we would like to offer five tips to parents/
carers on helping to support their child use social media safety and positively:

• Set rules and reasonable limits. Talk to your child about how to avoid letting social media 
interfere with his or her activities, sleep, meals or homework. Encourage a bedtime routine 
that avoids electronic media use (including online gaming), and keep mobile phones and 
tablets out of teens’ bedrooms where possible.

• Monitor your child’s accounts and understand 
the sites they are using. Let your child know that 
you’ll be regularly checking his or her social media 
accounts, and try to gain some familiarity with 
these sites/apps. You might aim to do so once a 
week or more. Remember that these are children 
operating on platforms that are often designed 
for and used by adults.

• Explain what’s not OK. Discourage your child 
from gossiping, spreading rumours, bullying 
or damaging someone’s reputation — online 
or otherwise. Talk to your child about what is 
appropriate and safe to share on social media in terms of pictures and personal information, 
and remind them that harassment or threats online will be dealt with by the police, not their 
school.

• Talk about social media. Talk about your own social media habits. Ask your child how he or 
she is using social media and how it makes him or her feel. Remind them that social media is 
full of unrealistic images and rarely reflects real life accurately. It is important to remind them 
that not everyone online is who they claim to be.

• Model how to behave. Consider introducing periods of the day when no one in the household 
uses their phones or computers. Demonstrate the appropriate way to communicate by 
putting your own mobile device to one side when your child speaks to you, giving them 
your full attention. Help to promote the idea that the real world is more important than the 
virtual world.

Sexting

What is sexting? Sexting is when you send a sexual message, photo or video to someone else. 

It could be a picture of you, but sometimes people share pictures and videos of other people. 

Messages could be sent to a friend, boyfriend, girlfriend or someone online. Sexting includes:

• being partly or completely naked, or in 

your underwear

• posing in a sexual position

• sending ‘nudes’ or ‘dick pics’

• talking about sexual things you’re doing 

or want to do

• doing sexual things on a live stream

Fortunately, sexting is not an issue that affects the majority of young people, but as a student or 

a  parent/carer it is worth being aware that the issue exists, what the law says about it, and how to 

stay safe. Young people should be aware of how quickly and easily digital images can be shared, 

and how it is almost impossible to permanently delete an image once it has been shared digitally 

across devices and platforms.

Anyone who has or sends indecent images of someone under the age of 18 is breaking the law, 

even if the person sending them is under the age of 18 themselves. Both having and distributing 

images of this nature is an offence under the Sexual Offences Act 2003 and could result in those 

involved in the sharing of images having a criminal record. Apart from the hugely damaging 

effects on the victim’s mental health, the impact of sexting can be more widespread - a common 

example being the implicating of those who are members of a Whatsapp group on which an 

indecent image is shared.

For information on what to do if you, a friend, or your child has been pressured into sending images 

of this nature, what to do if you are sent an image, or for more details about the law around sexting, 

both the Childline website and Internet Matters have plenty of accessible information.

Useful links

Cyber Bullying
Lots of useful information on cyber-bullying, social networks, staying 
safe online and how to report issues of cyberbullying.

Think U Know
Advice on protecting your child online and guidance on what to do if 
you feel your child is at risk.

Internet Matters
Age-specific advice on keeping your child safe online.

Parent Zone
A hub containing advice from experts on being digitally safe at home.

Safer Schools
An app for parents, students and teachers giving up-to-date advice and 
information on all matters Safeguarding. More information to follow on 
how to join the app as a Welling School parent/carer.
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